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METHOD AND SYSTEM FOR PROVIDING
LAYER-4 SWITCHING TECHNOLOGIES

CROSS-REFERENCES TO RELATED
APPLICATIONS

This Application for Patent claims the benefit of priority
from, and hereby incorporates by reference the entire disclo-
sure of, U.S. Provisional Application for Patent Ser. No.
60/414,205, filed Sep. 26, 2002.

BACKGROUND OF THE INVENTION

1. Technical Field of the Invention

The present invention relates to Layer-4 switching.

2. Description of Related Art

Conventionally, Layer-4 (L4) switching (load balancing
and failover) within a server farm or cluster has been per-
formed by a separate specialized networking switch dedi-
cated to only 1.4 switching. Since switching equipment is
expensive, utilizing a separate networking switch increases
the cost for implementing a server farm. In addition, routing
traffic through the dedicated and separate 1.4 switch delays
inbound traffic, thereby reducing connectivity speed at ses-
sion establishment and during the session itself. Furthermore,
the requirement of a dedicated and separate L4 switch places
restrictions on the location of clients in relation to servers.
Therefore, what is needed is an [.4 switching mechanism that
does not require a separate, dedicated L4 switch.

SUMMARY OF THE INVENTION

Embodiments of the present invention provide a Smart
Man’s Layer 4 (SML4) switching system and method that
utilizes an Internet Protocol (IP) address shared on all sys-
tems in a cluster. All systems in the cluster are configured to
respond to Address Resolution Protocol (ARP) requests for
the shared IP with a configurable Media Access Control
(MAC) address that is not a broadcast nor a multicast MAC
address and also not in use on any Network Interface Card
(NIC) on the subnet. All systems in the cluster have their NIC
placed into promiscuous mode to capture inbound traffic sent
to the shared IP address, MAC address as well as those des-
tined for the native MAC address of the local system.

In certain embodiments, all systems in the cluster allow the
full and complete processing of the packets destined for the
shared IP address and the shared MAC address. All systems in
the cluster prevent any TCP packets to be sent with the shared
1P address and the shared MAC address. All systems in the
cluster further prevent any TCP packets to be sent with the
shared IP address when those packets have the RST flag set.

In further embodiments, all systems in the cluster are
dynamically categorized as active or passive. Only a single
system is classified as active at any given time, with all other
systems in the cluster being classified as passive. A passive
server drops all inbound ICMP packets and those TCP pack-
ets which have the SYN flag set. A passive server does not
respond to requests for new TCP sessions, but does continue
to process previously established session(s). An active server
does not block inbound traffic and is responsible for estab-
lishing new TCP sesions. The decision making process for
deciding which system in the cluster is to be active is based on
various metrics measured on each system and shared with all
of the systems within the cluster. The metrics are analyzed
and a deterministic decision on a new active server is made by
each system in the cluster. When a consensus on which sys-
tem in the cluster should be the new active server is made,
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then the currently active server becomes classified as passive
and the newly elected server transitions from passive to
active.

In other embodiments where there is a requirement that
subsequent connections from the same source IP be handled
for a period of time by the same individual system, then a
server in the cluster can be configured to be considered par-
tially-active, wherein the server (active or passive) permits
TCP packets with the SYN flag set to be processed when the
packet is from specific IP addresses. In this embodiment, the
active server drops any packets with the SYN flag set when
the packets are from an IP address for which the active server
is partially-passive.

Advantageously, embodiments of the present invention do
not require any special networking equipment such as a spe-
cialized L4 switch for SML4 to function. SML4 allows the
use of any standard networking equipment, as there are no
special requirements or feature support necessary. SML4 per-
forms standard 1.4 switching. In addition, there is an enor-
mous cost savings by not needing to invest in separate [.4
switching equipment, especially for small to medium server
farms where the inbound traffic is significantly smaller than
the outbound traffic produced by each server. Furthermore,
since there is no individual piece of networking equipment
handling the communication between client and server, there
are no restrictions on the location of clients in relation to the
servers. The clients can even be located on the same network
as the L4 server farm.

Another advantage is that since there is no L4 switch per-
forming traffic-cop like activities, the server connectivity
speed is improved since the latency of the 1.4 decision making
process is not necessary. This speed enhancement is experi-
enced at session establishment time as well as per inbound
packet from client to server. In addition, there is a savings of
resources, since there is no need to perform health-checks of
the services to ensure that they are listening and ready to
handle requests. The process of calculating metrics is per-
formed on the specified active host, and determined if a pro-
cess that is ready and willing to listen to a request is available
without actually performing a probe of the service.

Depending upon the support built into the underlying TCP-
based application, SML4 can further assist in protecting a
server farm from being overwhelmed by redirecting connec-
tions elsewhere on the Internet at-large. An example would be
web and webcache redirection where all of the systems can
agree that they are all equally overloaded and begin to redirect
new connections to another server farm elsewhere on the
Internet. Thus, multiple SMIL4 clusters can interoperate to
share the load and protect each other from cases of an over-
loaded or a completely failed server cluster.

BRIEF DESCRIPTION OF THE DRAWINGS

The disclosed invention will be described with reference to
the accompanying drawings, which show important sample
embodiments of the invention and which are incorporated in
the specification hereof by reference, wherein:

FIG. 1 is a block diagram of an exemplary SML4 system;

FIG. 2 is a flowchart illustrating exemplary steps for con-
figuring the SML4 system;

FIG. 3 is a flowchart illustrating exemplary steps for begin-
ning the SML4 process; and
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FIG. 4 is a flowchart illustrating exemplary steps for per-
forming the SMIL4 process.

DETAILED DESCRIPTION OF THE
EXEMPLARY EMBODIMENTS OF THE
INVENTION

The numerous innovative teachings of the present applica-
tion will be described with particular reference to the pres-
ently preferred exemplary embodiments. However, it should
be understood that these embodiments provide only a few
examples of the many advantageous uses of the innovative
teachings herein. In general, statements made in the specifi-
cation of the present application do not necessarily delimit
any of the various claimed inventions. Moreover, some state-
ments may apply to some inventive features, but not to others.

Referring to FIG. 1, an exemplary SMI 4 switch system 10
is depicted. A standard off the shelf generic ethernet switch 12
is used. The ethernet switch does not have software or firm-
ware built into it for performing [.4 switching. As such, the
ethernet switch 12 is much less expensive than an [.4 switch.

A server A 14 is connected to the ethernet switch 12 via
ethernet line 16 and ethernet port 17. Likewise server B 15 is
connected to ethernet switch 12 via ethernet line 18 and
ethernet port 19. A router 20 is connected to the ethernet
switch 12 via port 28 and links the ethernet switch 12 to the
internet 22. There can be additional servers such as server C
24 connected to the ethernet switch. Preferably there are less
than 6 servers connected to the ethernet switch although more
than 6 servers can be accommodated by an exemplary SM1.4
switch as will be explained further in this specification. Each
server is operating and running exemplary software or pro-
grams which set up the TCP/IP and ethernet layers of the
exemplary SML4 switch system 10. The software or pro-
grams on each of the servers also make only one server an
active server and the other servers connected to the ethernet
switch 12 passive.

To clearly explain the exemplary embodiments of the
present SML4 switch 10, which does not require an ethernet
switch with built in L4 switching software, firmware or capa-
bilities, first let’s digress and discuss some basics.

Transmission Control Protocol/Internet Protocol (TCP/IP)
is a suite of communication protocols used to connect two
servers (i.e., hosts, systems) to each other for data or packet
communications. The two main protocols used by TCP/IP are
the Transmission Control Protocol (TCP) and the Internet
Protocol (IP).

For IP to operate on an ethernet network it may utilize a
Media Access Control (MAC) address, which uniquely iden-
tifies each node in a network.

Thus, server A 14 has its own IP address and MAC address.
Server B 15 also has its own IP address and MAC address. It
is understood that the IP addresses and MACs of servers A
and B are different.

Furthermore, to understand the exemplary workings of the
present SML4 switch, it is important to first understand how
a generic ethernet switch 12 operates. Unlike an ethernet hub,
an ethernet switch does not simply receive a packet in one port
and repeat the received packet out of all the remaining ports of
the ethernet hub. Instead, a generic ethernet switch 12
attempts to learn the ethernet MAC address of, for example,
servers or other peripheral devices connected to the ethernet
ports of switch 12. The ethernet switch attempts to learn the
MAC addresses associated with the servers and devices con-
nected to its ports by reading the MAC addresses of packets
received at each of the ethernet ports 17, 19, 25 and 28. Thus,
when server A 14 sends a packet to, for example, the internet
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22, the packet will indicate the MAC address of server A 14.
The ethernet switch 12 will, in the process of sending the
packet, read and learn the MAC address associated with
server A 14. The ethernet switch will then send all packets
addressed to server A’s MAC address only out of port 17 to
server A 14 instead of out of all the ports.

It is also important to understand that a generic ethernet
switch will transmit a packet of data out of all its ports (except
the port the packet was received in), much like an ethernet hub
until the ethernet switch learns which MAC addresses should
be sent out of specific ports. In short, a generic ethernet switch
12 receives data packets or traffic in any one of its ports and
attempts to send the data packets out of a port that services the
MAC address to which the data packet is being sent. If the
ethernet switch does not recognize the destination MAC
address, then the ethernet switch sends the data packet out of
all of its ports (except the receiving port) on the premise that
a return packet will be generated and received by a port of the
ethernet switch enabling the ethernet switch to learn a proper
association of a MAC address and port.

In an exemplary SML4 switch, each server, A, B, C, etc., as
explained above, has its own TCP/IP address. As with stan-
dard L4 switches from Cisco, Foundry or other L4 switch
manufacturers, a virtual address is assigned to the exemplary
SML4 switch. Unlike the standard 1.4 switching technology,
wherein the L4 switch is given the virtual address, in exem-
plary SML4 switches, each server (server A, B, C, etc.) is
assigned the same virtual TCP/IP address, such as
192.168.2.5.

Each oftheservers A, B, C (14,15, 24) are also assigned the
same virtual ethernet MAC address for sending out when they
are asked, via an ARP request, the MAC addresses associated
with the virtual address. The servers A, B, C (14, 15, 24) never
transmit an ethernet packet with the virtual MAC address.
The reason for never transmitting an ethernet packet with the
virtual MAC address is that it makes it impossible for the
ethernet switch to learn a proper association of a MAC
address with a particular port. Thus when the switch sends
data to the virtual MAC address, the switch sends the data out
all of its ports (except the port the data was received on).
Explained differently, the ethernet switch 12 will send data
packets addressed to the virtual MAC addresses to its ports
having servers connected to them, but never sees the virtual
MAC address returned via the ports to the ethernet switch.
Instead, the ethernet switch only sees a data packet indicating
it came from the individual server A, B, or C (14, 15, 24).
Thus, the generic ethernet switch 12 cannot learn to associate
a single port with the virtual address. Thus, whenever the
ethernet switch receives a data packet for the virtual address,
the data packet is sent out of the ethernet ports to all the
servers A, B, C.

The IP layer of the exemplary SMI4 switch is thus opera-
tional because if a TCP/IP session is being transferred from
the internet to the virtual IP address, then any packets, any
traffic, any information coming from the internet to the virtual
IP address is broadcast via the generic ethernet switch 12 to
all the servers 14, 15, 24 on that ethernet network.

The ethernet switch 12 can learn MAC addresses coming
from the router 20. Thus, when a server 14, 15, 24 sends data
packets destined for a client server 30, the data packets are not
transmitted out of each ethernet switch port to all the other
servers so that packet collisions and ethernet congestion do
not occur.

To reiterate, the 1P layer of an exemplary SML4 switch is
established via the usage of virtual MAC addresses being
announced by the servers A, B, C (12, 15, 24) in response to
ARP requests connected to the generic ethernet switch 12, by
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utilizing an ethernet switch that upon receipt of data packets
received at port 28 for the virtual IP address, the ethernet
switch 12 sends the data packets received to all the servers A,
B, and C connected to the ethernet switch 12. Data packets
coming from a server, be it server A, server B, etc., go into the
ethernet switch 12 and are not sent to all the ports on the
ethernet switch, but instead only to port 28 toward the router
20 and the internet 22.

With respect to the ethernet layer of the exemplary SML4
switch each server A, B, and C must be set up to not only
receive data packets on their real IP address and MAC
address, the servers are also set up to accept data packets from
the virtual TCP/IP address (e.g., 192.168.1.5). As such, each
server is also set up to receive data packets addressed to the
same virtual MAC address.

To review, each server A, B, and C (14, 15, 24) connected
to the ethernet switch 12 will always receive data addressed to
the same virtual MAC address. If a server is queried as to what
a MAC address is for the servers unique IP address, each
server A, B, and C will provide its own real MAC address.
Each server’s real MAC address is different from the virtual
MAC address. Furthermore, each server has a different real
MAC address. When any of servers A, B, or C transmits data
to a client or client server 30 via the internet switch 12 and
router 20, each server sends its real or actual MAC address
with the data, never the virtual address.

For the exemplary SML4 switch to properly perform in
accordance with the standard TCP protocol, the TCP layer of
eachserver 14, 15, 24 must also operate to the requirements of
SMLA4 switching protocol. Whenever data packets are being
sent from the internet to the virtual address, every server 14,
15, 24 will receive the data packets. Under a normal situation,
when a new TCP session is being created, every server will try
to acknowledge the connection from the client 30 as its very
own connection. In order for SML4 to properly function like
an L4 switch, a software application runs on each server. The
software application requires that the servers A, B, and C
share their metrics with each other and set up one of the
servers, for example, server A 14, as the active server. If server
A 14 is the active server, then, servers 15 and 24 would be
designated as passive. There can only be one active server
among the cluster of servers connected to the ethernet switch
12. The active server A is the only server in among the servers
14,15, 24 connected to the internet switch 12 that handles the
acceptance of new connections at for the time it is selected as
the active server. The passive servers 15, 25 ignore all
inbound packets for the virtual IP address (the L4 IP address)
witha SYN flag set. The reason for having the passive servers
ignore receipt of the virtual IP address with the SYN flag set
is that the standard three step TCP communication handshake
begins with the initiator of the connection (in this case the
initiator is the client server 30) sending a packet to the SML4
server having the virtual address and the SYN flag set.

Only the active server 14 is responsible for sending a
packet back to the initiator of the connection witha SYN ACK
thereby setting up the connection with the initiator (client
server 30). The passive servers also drop all inbound Internet
Control Message Protocol (ICMP) packets because only one
server 14 needs to receive ICMP packets.

The passive servers B and C 15, 24 will not try to establish
a connection, instead they will disregard inbound packets
with the SYN flag set and will not send a SYN ACK to the
client initiator because they are not participating in a TCP
handshake. If a server B received data packets destined for a
session established on another server A, the said server B
would not have established a handshake with the initiator and
thus would not recognize the connection. If server B
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responds, server B would try to reset the connection because
of'the unrecognized connection state. Thus, firewall rules for
all servers are altered to stop any server from sending a reset
packet for any received packet not recognized as part of a
connection on the given server.

The exemplary SML4 switch system that operates like an
L4 switch, but costs significantly less to implement, is limited
to the bandwidth of the 16, 18, 25 ethernet going to each
server. That is the servers A, B, and C should not be trying to
receive, in aggregate, packets of data via the generic ethernet
switch 12 at a data rate higher than the capabilities of the
ethernet 16, 18, 25. At present, ethernet has bandwidths of
about 10, 100, and 1000 Mbps. An exemplary embodiment of
the present SML4 switch will operate very well as technology
advances and the bandwidth of ethernet increases.

Exemplary SMI4 switch systems require, at a minimum, a
generic ethernet 12 switch or a reasonable facsimile thereofto
operate. The IP layer, the ethernet layer, and the TCP layer
must all be controlled by the clustered servers A, B, and C (14,
15, 24). The clustered servers 14, 15, 24 must operate in a
symbiotic relationship with the generic ethernet switch 12 in
order to function as if it were a dedicated L4 switch.

An exemplary SML4 switching system and method has
one or more of the following additional features or require-
ments that clarify and add to the discussion above with
respect to FIG. 1:

The servers 14, 15, 24 respond to ARP requests for the
virtual L4 address (virtual IP address) with an unused MAC
address (virtual MAC address) that is not found on the ether-
net. The chosen virtual MAC address should not be a broad-
cast address nor a multicast address. By not existing on any
device on the ethernet, the virtual MAC address of the SM1.4
switch allows the exemplary SML4 switch 10 to function
with substantially any standard networking equipment with-
out the need to hard code any information on the routers and
switches on the network. Any Layer 2 (L.2) switch, such as a
generic ethernet switch, on the network will broadcast pack-
ets destined for the [.4 address on all of the L2 switch’s ports
due to the fact that the MAC address associated with the L4
address is not in use on the network thereby preventing the .2
switches from discovering any single port to use when send-
ing the traffic.

An ethernet card associated with a server 14, 15, 24
receives packets from the ethernet switch 12 destined for
MAC addresses other than its own. The receipt of a MAC
address other than the ethernet cards own MAC address is due
to the fact that the .4 IP address is announced as being a
non-existent MAC address to which each server A, B, C (14,
15, 24) must process. A server can be forced to process the
packets destined for a non-existent MAC address by simply
placing the network interface into promiscuous mode.

The TCP/IP stack of each server running SML.4 processes
or software allows the receipt and processing of packets des-
tined for a MAC address not listed on the server’s ethernet
interface. This modification can be accomplished by a simple
modification to the software of the TCP/IP driver directly.
Without this modification the kernel would double-check the
MAC address of the packet to verify that the MAC is a valid
MAC address for the given network interface. In order for the
exemplary SML4 to work properly, the packet must be
received and processed through the TCP/IP stack as if it were
destined for each host.

Each server is configured to accept and processes TCP
packets for the virtual L4 (virtual MAC address) address in
use. This is done by adding the L4 address to the loopback
interface of the system.






